
PCAP Quiz #1  Questionare with answers 

 

1. 802.1X/EAP Authentications 

Since we have a authentication server (radius-server) in our network the clients will use 802.1X/EAP 

authentication. Its only one user account configured on the Radius server, so all clients will use the 

same username and password. All three clients will associate to one of the access points and some of 

them will roam to another during the capture 

 

Question 1.1 

Which type of 802.1X/EAP-authentication method is used in this network? 

Answer: 

Packet number 3 and 4 during 802.1X/EAP authentication in this pcap is where the authentication 

server and the supplicant negotiate EAP method. First the AS sends it preferred EAP method 

(Request Protected EAP). Since the supplicant is using PEAP it follow up with the Client Hello 

 

  



Question 1.2 

In several 802.1X/EAP authentication methods the supplicant sends a “bogus” outer identity. What is 

the “bogus” outer identity for these clients? Could that outer identity also be its real username? 

Answer 

Packet number 1 and 2 in the 802.1X/EAP authentication are Request Identity from the AS and 

Response Identity from the supplicant. The Response Identity brings a “bogus” Identity (gjermund). 

 

Yes it could also be the real username, but the actual username/password exchange is done during 

the inner EAP method. In this pcap this is happening during the eight Application Data packets 

 

  



Question 1.3 

During the 802.1X/EAP authentication the supplicant sends its Cipher Suite capabilities. How many 

Cipher Suites are the Samsung A5 capable of? 

Answer: 

During 802.1X/EAP authentication the supplicant sends its cipher suites capabilities in the Client 

Hello packet. In the SSL section of the packet are the Cipher suites transfered. The Samsung A5 are 

capable to do 30 different cipher suites 

 

  



Question 1.4 

In response to the supplicant Chipher Suite capabilities, the Authentication server decide to use one 

of the Cipher suite. Which one is used between the Samsung A5 and AP? 

 

Answer: 

The packet straight after the supplicant has announced its cipher suites (Client Hello), the AS tells 

which to use in the frame Server Hello(Server Hello, Certificate, Server Key Exchange, Server Hello 

Done) 

The authentications server has decided to use 

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 

What that means is out of the scope, but look at Brian Longs presentation at WLPC_US 2019 

 

  



Question 1.5 

Does the Samsung A5 and the iPAD uses the same chipher suite? 

Answer: 

No, the connection to the iPAD uses TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384  

while the connection to the Samsung A5 uses TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 

 

Why the difference,; out of scope 

 

  



 

2. Fast roaming 

The network is configured with both 803.11i (WPA) and 803.11r (BSS FT) roaming methods 

Question 2.1 

There are three different supplicants that connects to the network. Which ones supports 803.11r 

(BSS FT) and which ones supports only 802.11i (WPA) 

 

Answer: 

First of all. If we look at the beacon for this SSID and its RSN IE we will see that this SSID support two 

different authentications key management suites (AKM), both FT over IEEE 802.1X and WPA 

And the beacon also contains the Mobility Domain IE 

 

Next we go to each clients Association Request frame and the RSN IE. The iPAD and the Samsung A5 

has AKM suite FT over IEEE 802.1X and the Mobility Domain IE, while the MacBook Pro reports AKM 

suite WPA. 

So the ipAD and the Samsung supports 803.11r or BSS Fast transition, while the MacBook Pro only 

support roaming with WPA using Opportunistic Key Caching (OKC) 

  



Question 2.2 

During the Samsung A5s first association to one of the access point there are some missing packets in 

the packet capture. Is that a problem? Do you think the A5 did connect? Why are there some missing 

packets? 

 

answer 

Remember that the setup was on a 80MHz channel and with 4 different 20MHz Aps. The three 

clients was also pinging the default gateway during the capture. So it is very likely that a transmission 

on another channel is captured by the NIC and our packet is therefor not captured.  

In a real scenario this is very likely and it is very depended of the capturing NICs position regarding 

the other stations in the network 

Since it is none packets pointing to something went wrong we could suppose that the client and the 

AP connected together. If we had looked into the full capture of 100 000 frames we would have seen 

that the client worked well. Otherwise the client would have associate once more  

 

Question 2.3 

During the packet capture the Samsung A5 first did a full 802.1X/EAP authentication to the first AP, 

then it roam to another AP without any EAPOL-packets (packet 3730-3737). What happens here? 

Answer: 

This is roaming with 803.11r. The supplicant and the authenticator (AP) uses the information in the 

Mobility Domain IE to find out that they have the right keys available and uses the Fast BSS Transition 

IE to transfer the same data that the 4-way handshake did during initial associations. So instead of 

either full 802.1X/EAP authentication and the 4-way handshake or only 4-way handshake, the 

encrypting keys is generated during the four authentications and reassociations frames. This frames 

is called FT-authentication and FT-reassociation frames, but Wireshark does not tell it 

  

  



Question 2.4 

14 seconds after the previous roam, the Samsung A5 associate the same access point. This time with 

full 802.1X/EAP authentication (start at packet 4340). Why did it happens? 

Answer: 

The Samsung A5 did a fast roam with 803.11r during packet 3730-3737 to the AP with mac address 

ending with 1f and associate to the same AP with full 802.1X/EAP authentication starting with packet 

4340 

If we look at packet 3975 we see that the client sends a Deauthentication to the AP with reason code 

“Reason code: Deauthenticated because sending STA is leaving (or has left) IBSS or ESS (0x0003)” 

Why: For some other reason the client was not happy and want to try to join again??? 

 

 

Question 2.5 

Does this network support fast transition over the air or over the DS?  

 

Answer: 

The Mobility Domain IE in all the beacons and in probe response and associations response frames to 

supplicants that support 803.11r has a field FT Capability and Policy. Here is the Fast BSS Transition 

over DS bit set to “0”, which means FT over the Air 

 


